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Is Your Patient Safety Event Health IT-related?

Definition: A health information technology (ITl—related patient safety event is any event triggered by, or related to, the
technology that has caused patient harrm, has the potential to cause patient harrm, or that causes a delay in treatment or
misdiagnosis. These errors would not occur but for the use of technology.
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MMedication error Malware

FPharmacy error —

Patient informations
results in the wrong patient’s chart
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ECRI(2018). Safe Practices Recommendations for
developing , implementing, and integrating a
health IT safety program.
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Amy Y. Tsou,corresponding authorl,2 Christoph U. Lehmann,3 Jeremy Michel et aI.,(2017§ Safe Practices for Copy and
Paste in the EHR Systematic Review, Recommendations, and Novel Model for Health IT Collaboration



107-108FEEhSEREmERMAZE TIEER
- BfE— - BABERREASBNANER

1 EEBEASREN
2 EEMEER A AREEIUEE(ERET

3EENA - BE - MRS ZERENRERSESE
%Eiﬁﬂi

- BiIf _ - EERALZEZEEHEE
1 B MIERAZ2 L AS

AT R AR B R Al 2 A4S R Y TR 22 L B
3 AR EH T RSRHI

= T— - EAFWE=E

1 %%?ﬁﬂﬂ%‘%ﬁ%ﬁiﬁéﬁ’f%’ﬁ%
2. ZEF 0 - mIZEEZIFE

3. EI:IE}H_TEA /E\'\:'\uxlﬁ]%;
4

R FBRERAFRENEE 4

4
4

W
fiH
At
A
af
£




107-108FEEhsEBEmERRMAZEZ TIEER
- BEM - FEHRA KB REESER

LIERZEWIRERIRE - BREXKASEEE
2. 7 A% R P A Jom A I 2 L B
3. BRI R MR IRERT S

4 BRI B b5 Bk 2 [ Pés 5
- BIRh - IEHHZEZSE
1.#17R A B ZEE & (Medication Reconciliation)
27]D§§1§ﬁﬁ ENERR ANRESDZ S

m {EEREEm
u hiﬂ?ﬂﬂ il
ik Fagl
mEER IEEEEm

3. REBERZE 5

Kt

§

i - i FALEX AT E




107-108F EErEFmEmE MR AZELIFEIR

- B1R7N - BERSEH
1 EREFEEEBEY K IEREY
2. it R ERAEEES
3. #ETHETBRE (care bundles)ryTaT - FEEES = AR T AH Ba BU SR
4 EHBEERRENERRE
5. 21 B E BN EE IE S
- BIRt - RAEBKBE=E
1 EBEHEREN Y TS
2. IR ERRELZE NIRHEEGE
- BRI\ - BRI ARERBZERAZZELF
lLIRHEERZTSHEEE  RARRBEMVEAZE
2 {17 E R AR (Shared Decision Making, SDM)
3. TR R PR T R ERE IR AR

AY




I:I:F1E& /Vsn Ez\gé"'ﬂ

EAVE P HIE Y

AR B B R
E= ESAT - AONR 2 AREERE - 1
R EFIEE B HA0HIRRZIE -

T 2 470 L AR IR B 0 o 2 475 B 4% ¢ [ B [O] 3 1%

At 35 RX Y 7 22 L P

Lﬁ%‘,féﬁﬂ,’%%ﬁ
TR L2 3B AR RS 3 1

RESHINE - BEIESHEER
HEehtHEREMAREEH -

5 -

AEFHEZRREEENRA SRR
AZzBEZEAEREF:

O EfzsAEREESIEEY

O A#RTEARZE

O FHERR EZERYRIES

HEAEZERSHETREARAZ -
HERSMAMIMITIEREZN - B
N7 EEEN - BlEIFT - BB
FEEITIMET IR ol T8 1 -

R DTG - AT EREK[E
SHEHERENATNERZE -



F'n'iIE’F _ rE"B EAEERI— E’”‘ﬂ%
,ﬁL TEEEN AR Z2RELSHEE, ?

- ST —MRIRAI " 2 1B REE SRS AR LB BRI
ml oy & T 228 REE R {fz”“*ﬂ,%,ﬁr;ttiﬁ ey 70 ATl
1%?'2%‘575[:%& ar A EE S ARTENRIREST - &
RIFEE R - W ATERET SR R R K Lﬁ'ﬁ%ﬁﬁﬁﬁﬁﬁﬁ
F‘?’L‘i c NE Lﬁzﬂ*ﬂ% RETEBR - MEEBBRBHES
Ff”*ﬂ% IS B TR 22 3314[

SEEERSEE - BEC - TAESHE - SFEENR
?S'ZTSE(HL JASEE | BT B iR S R S R S LR 22
= F/\ﬁzliwﬂ Eimin e SHAEER ERNARE
MERILEZZEN..5 - (B MR)

L e
http://www.patientsafety.mohw.gov.tw/content/zNewsLetter/Contents.aspx?SitelD=1&MmmID=17003&MSid=1001472627152516262




EFERALZEZSHEE

T
ﬂ

MES

3. BHaig&

8)aa R B IR

EELE L 2

EAEER RN EN

(Ta|wan Patient- safety

Reportlng
F O] gEJRE

TPR) B4R
- " EgEM R B A

%*EF%J B REA " E/lEm

Fl:ﬁ = - T
T E_[ ]
MR R L

;EE,\I_I_,IEQTT’::%
T ERAN T EER
E==Rasg

4 25z 2=l o] BRI AR RN

SRRl
BN
7 B HR A7

B EIEM B A E
T3S A TR E
M BN o

- FER

ﬁ F'nﬁ

=y

JTJLIZ%E

l*“% “aﬁ:%ﬁ]

H - RS TTRERE (AR ) :
BT e/ MRS AN Sy E TS EH RS
v &&!ﬁﬁ“fﬁ (5L FHZAHR GommyE T—REE R
O S5t el i st chsE R
LB 2t Y
AT RE

HaflRdakE
FAREETRHR
HR2S - SRMURIETE
LS - MIHMRRE
CIEESHaHY - BERR

CI&E2A8(L
7 EIsE R
FIENFH
CeHfaEEt TR
CIHLA - SAeREA -

SR R M R A TR TR

B\ BAZHMN s TR )

BRI AR (RiE T R
|EE ) A AT BERERM (GREE TR RR )
SRR EC R B 2 AR (- E e T — R TR
7‘F9dLE

____________________________________________________________________________________



H#L%ﬂ,ﬁi s@fﬂ . e b

=J1
ax AE

=

n
L EEIRIE 8
— s AR AEB i 4 B
1 Hemoglobin ( Hb) < 6.0 g/dl
AR Ha Aok | FTRAA | REAE | FEM
2 Platelet < 50000/cmm
5 o E 5 6
1 |cBCDC 304 604 | 2.5 e N2 s WhC = 30000/cmm
2 |PLATELET 304 604 | 2.5 JhBE | 5l < 2000/cmm
: PB >1.0%
3 |EOSINOPHIL COUNT 604 | 2.5 hEE | 5 EF 4 & M 3K 5-#A : Blast
4 |RETICULYTE 309 60 2 2.5 JEE |5 B 5 Prothrombin time INR > 5.0
>
5 | PTAPTT 304 604 |25 B | 5 heE 6 APTT 73 sec
o -
6 |FIBRINOGEN 304 604 |25 pEF| 5O 7 Fibrinogen 1000 mg%
7 |D-DIMER 30 4 60 4 15 NBE | 5 B 8 CSF cell count: WBC >50
9 Potassi > 6 mEq/1
8 |MIXING APTT 5 otassinm < 2.5 mEq/
. > 160 mEq/1
TID EXAM 30 4 60 4 25 B 5N Sod
9 |BODY FLUID EXAM v 7 N EF o 10 odinm <120 mEq/1
10 |URINE CHEM 30 4 60 4 28 | 5N 1 Blood Glucose > 400 mg/dl
< 50 mg/dl
11 |URINE MICRO 304 60 2 20K | 5B > 13 mg/dl
12 Calcium - 6.6 /dl
12 |URINE HCG 304 604 | 248 | 5 e -0 Mg
13 Total bilirubin PED =15 mg/dl
13 |STOOL OB 30 4 604 |25 pEE | S > 10 mg/dl
>7.6
14 |STOOL MICRO 304 604 |25 B | 5 hEF 14 pH (Dblood gas) i
= > 60 mmH
15 |STOOLFAT 60 4 |25 pEE | S hEE 15 pCoO; <20 mmﬂg
16 |ESR 604 |25 B | 5 EE 16 pO: < 60 mmHg
17 |FDP 30 4 60 4 2.5 B |5 EE 17 Theophylline 25 ug/ml
18 |PFA 604 |25 EE| 5 18 Digoxin > 2.5 ng/ml
19 |IFOB/TF 60 4+ | 2.5 BE | 48/ EF 19 Serum lithium >2.0 mEq/1
20 |IFOB 60 4 | 2.5 hEE | 48 EF 20 Serum alcohol >300 mg/dl
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W Medical Safety Infonm ation
P harmaceuticals and Medical Devices Agency
hittp: e oia go o fengli sh fservice medical_in fo btm |

Suggestion for the correct prescription order 2

No.44 May, 2014

Do net allow to search without
inputting of a specific letter
before the product name inthe
case of a hazardous drug such
as an anticancer drug.

Search example (1)

Drug search

Ly num{ﬁ?\]d I

l | " Search results
[ e |
=— Nolvadex Tablets 10 mg
/ ]—l z Mobicodon Talloto 2ma

Only drug names that match
the first three letters are
displayed.

Drug search

Search results

Cytotec Tablets

100 my

Codotec Toblat 200 kg

-

® The pres cription ordering system should he designed to reduce risks of selection error

due to multiple dosage strengths.

Search rogyfis

Warfarin Tablets

Wiarfarin Tabisy

Other than Warfarin, a number of
similar cases have been reported
with drugs such as “Lasix” and
“Amaryl”!

B nedical Safety Inform ation
P harmaceuticals and Medical Desices Sgency
bittp: it pimida o jpdenglish iservice nedica_info btm |

Suggestion for the correct prescription order 3

No.44 May, 2014

“WARNING” is displayed for the
hazardous drugs which cause serious
adverse health effects by selecting the

i t drug d .
incorrect crug dosage Screen display of warning

The selected drug has multiple
dosage strengths.
Are you sure you want to continu e?

[ oK ] [ Cancel ]

Check the prescription ordering system in the hospital and modify the

LB 5 ordering dis play and search method as necessary to prevent drug selection
‘ errors. Design systems as shown above to prevent drug selection errors

when installing the new system.

*Related informmation is available at the fallowing manual fonly available in Japanese language)
Medical Safety Manual for Healthcare Professionals. Japan Medical Association; Table 73, page 141
hitp:ffannin. med. or jpranz enfmanual‘menu.htrml

¢/~ about this information ™

* PhiDA M edical Safety Inform ation iz izsued by the P harmaceutical s and Medical Devices Agency far
the purpose of providing hesthocare providers with dearer inform stion from the perspedive of
promoting the safe use of pharmaceuticals and medical devices. The infonm ation presented here has
been compiled, with the assigtance of expert advice, from cases collected as Medical Accident
Inform stion Reports by the Japan Council for Guality Heatth Care, and colleded as Adverss Drug
Reaction and Malfunction Reports in accordance with the P harmaceutical Affairs Law.

e hawe tried to ensure the accuracy of this information at the time of its compilation bt do not
guarantee ts accuracy in the future .

* Thisinformation is not irtended to im pose constrairt s onthe discretion of healtbcare professionals or
to impose obligations and responsibilty on them | but is provided as & support to promaote the safe
uze of phann acsuticals and medical devces by heatthcare professional s,

A /

Contact
Pubish . )
{he Prarmaceutcals Medical Safaty E-mail: safaty.info@pmda.go.jp

and Medical Devices Agancy Information Group  hitp://weew.info.pmda.go.ip’



1= e

« ZZ B HEA

BARFMEERFMEEZRITFEMER - HAWBRRATCETEBE RS - M
AERBEZFRIBT - 558 F 0= A E4 T Fentanyl X DormicumsR Ak )E 5 - LU
BRREBEERAZ HETEHEFRARED TRV AZIEMESEE - =
A OBIEN c B IEEI R s - sESAIBE I E R {EME R (Sp02)Ba R s E
T NESHBEWERER - PILURALRIRMEEERBIRE N FZIREE -

Al

NE . MEERRESRA

—

=t

17



AIERMARAR LIZERETZ =
KIBREME - RIRBIF
LELRNRERERAR

R SR AR
BB RENERE A

- iR T A B &R RE LR
EzlEd

BFRIEMAITTIEMNES RAMENAGR - BERESH
MINEELES - WIREE RN ER L NREREEZE
SESREE E

-ﬂ%ﬁ’]“‘i&tﬁ%'ﬂ” ELMNEE - 7EIREZNAERT]

EEARBEERNE

‘—l\l HHII]]?&G

III




}
P

ERERESE EENREMARR

\
/

« ZZ B HEA

REBEEANT=_RSEHE - —FRBEERERZFN - ZBAMBEKER EiM
MERKEZE @ BRBIRAEMNERE - —F&  RmEBEEARENARNB R
B IR KB KIEEE: - ZERT MAKIRRBEABRETNRIKEEZE -
m CIERIRR - mRAAERSAMNERBREELUSREKE  ZREAR/]
EiREE Bt BAIRREEEERIRGAMBEIBEIBREE &K
BNVARZRRIN BREOMNRGAEIER - TIENFEEEINER -

19



AEMRFAARLIEXRGTZ=

« WE —ERIFMITE =M B RER 240
» O] DU RSB i CHEE 5+ ?EE&LHFZ,\H&Z%%U} =F
E’Jnaﬁ“ =AE R 0 - Al &&BFMEEEASE
Mvﬁ ﬁIMEaﬁ'—(ﬁﬁ)EXLﬁuﬁ *5 It o AN
<%)S‘2Ttt1EE’JnEfﬁ”“ REA =B EREEEABT
BEr 2B ABHEBAL) AFETHHABS B
fFE - RHZ H%/\Eﬁﬁﬂtbﬁ —IBEK - FBcER
AUAEIEEREEERNERNZE

I'I1\'|

leﬁi

20



YAN—T
J] ==

Rl EE

=Sk

r/\ﬁﬂﬁ%, HSiE=

aE, ME= AR
HTEEM* _,F/\1E>zEIE
ﬂ%i A h__%AExE
#BEs i A M EEE
et %&EI‘/\ REABR B
BEFRZE, fEBRch 28 HA TR
=) =El - RAELH
28 AR A 47 BE R 2

M

L — —t Ez /__ |
::jJ 1 4:7%3 ] J
- {EFREE ProblemList JMfEasf(13/20) fitihkss TMisEsE
) ffEHE) | 0023784508 | RWHE | 4611121 (S65R04 H19K) | 1
[ |EIRTE EYE(Active) i G R RlActi
4| B 103104006 09% G/S 500mL 50 ML QD @ON REGULAR DIE
319 10:03 310400 @8 CEFA inj lgm 1000 MG  Q6H @ON Gl ADMISSIOL
_ i s oz Pjolon tab Smg 15 MG BID @CHECK VITAL SIC
oo ab 40mg 1 TAE TID
i LO3/04106 Silymarin tab 35mg 2 TAB TID
4| 100C 103104001 Timepidium cap 30m 1 CAP TID
—_—_ 1 10304005 Ulstop tab 20mg 1 TAB BID 1 9:5°C,¢ 3
| BURR | | |j03041949  UrSOtab 100mg 1 TAB TID e
IFDNRITEE | *Hema: PLTHRCIrrhos is
learno dbormal)
e B A7 P 3R
W il B 20140402 g B(EW) *liver biopsy:multifa
BRGFR) HRECIR [more] ST
. v/[more] , | | IIEEINEL] TR wAH N —
=0 .Q 103/04/08 0718 %S:nt to sonoroom for abdomen echo at 4/8 08:00 HIE ) W
! = 7
@V EETHEFM + SFWRHERR A LI « 30 o
@ o it Bt e FeA £ G 31 )
[ Asdwws || weslwes | [ wanes 10| veEE | [ ewEs | [

21



RRERDZ  BMERFIETER

cephalospo rl nL!’i EAN e s R
BTE, j;ir kw2 ((E ﬁB /T$ ._Jn\I:I t}] B% Eg?fmﬁmamagmfm A A | fgm Cefazofinin
(eXC | S I O n a I O p S ) BCEFACLOR CAP 250Me) | MR
: 11'] ;“‘ % FE o /7]- = ﬁ naf VEEFTO NEVETERNIL 1| Fow 191 (b B mﬁgggfgfﬁ’ iR
/%:Q 1\56 /71_ EIIT —|_ 15 El_-ﬁ 1):17 i iy eht v visposblernd -
17 E‘“F@ B A EL

;& Q )2 176 + % ZI r -s-:----vmn K{ab Eﬁm’w‘q

22



1% e8] 2

1%

fE%ﬁ E%%WW&E%
SR, 0= @ 52 B 2Tl d 1 2 3
MIEFIE TG L e SR S 2

9 ®Z%

RNE | M-BRMEE
14

|:|

OE 48

WS MO

IR E 2

/;Eﬁ%ﬁﬂi B

R BFlRFEE, Web (FT&#4) KRESE

HIS % #E k0 B HT 26 <2 88 (B

TZ!

S EX0)



Issue 10 February 2015

Quz'ck -

Preventing copy-and-paste errors in EHRs

An advisory on safety & quality issues

Issue:

The use of the copy-and-paste function (CPF) in health care provider's clinical documentation is increasing as
the adoption of Electronic Health Records (EHR) has accelerated in response to national incentive

programs. The widespread use of the CPF by providers in the inpatient setting has already been documented
in medical literature.” While the practice of duplicating information within the same patient record or moving it
across multiple records can foster prompt communication, improve efficiencies and, most importantly, increase

time spent with patients, these benefits must be weighed against the potential risks to the integrity of the
medical record. The risks include:® >
]

Copying and pasting inaccurate or outdated information

Redundant information in the EHR, which makes it difficult to identify the current information
Inakility to identify the author or intent of the documentation

Inakility to identify when the documentation was first created

FPropagation of false information

Internally inconsistent progress notes

Unnecessarily lengthy progress notes

The integrity of the patient record and notes in the EHR are of paramount importance as the EHR is becoming
the dominant tocl for communication between providers, supplanting aspects of verbal communication that
assist in medical decision making, clinical follow-up, transitions of care, and medication ordering and

dosing. The Joint Commission has received reports to the Sentinel Event database noting documentation

errors and other problems with the data integrity of the clinical record. Sewveral sentinel events leading to patient
harm reported the CPF as the specific root cause. Although it is difficult to determine how often the CPF leads

to patient harm due to the challenge of accurately identifying and tracking this information, as the adoption of
EHRs continues to increase, the potential for patient harm due to the CPF also increases. Examples of harm
include outdated weight information used for dose calculation of chemotherapeutic agents, and lengthy

progress notes that prevent timely and efficient communication. 24



ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

Recommendation A : provide a
mechanism to make copy and paste
material easily identifiable

« In order to protect and enhance patient safety, clinical
documentation, regardless of how it is created, must
be accurate, reliable, and timely.

 The time-saving efficiencies of reusing information in
the electronic environment through copy and paste
to document complex medical conditions can ensure
completeness of encounter documentation and
generally produces fewer transcription errors.

« However, in order to ensure information accuracy,
reliability, and appropriateness, copied and pasted
information must be verified prior to final
submission.

25



ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

provide a mechanism to make copy and
paste material easily identifiable-

« EHR systems should enhance the visibility of information
being selected to minimize the possibility of incomplete

copying.
« EHRs should have a provision for efficient editing of
copied and pasted materials.

« Users should properly review and edit all of the
information they have coped and pasted.

» Never copy blood bank information.

» Never copy and paste demographic information within
the chart or outside of the EHR platform.

« Never copy and paste dates.

26



ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

Recommendation B : Ensure that the provenance
of copy and paste material is readily available

« Knowing the source, context, author, time, and date
from which the source information was copied is
important in ensuring the accuracy, reliability, and
appropriateness of information that will be used to make
clinical decisions.

« Relying on information that is inaccurate, out of date, or
from an inappropriate source (e.g., unintended copying
and pasting of information pertaining to the wrong
patient) negatively impacts patient care and more
Importantly patient safety.

« User interfaces must display a clear chain of custody
indicating the exact source of the information. This
information should not be displayed by default. It
should be available on user demand.

27



ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

Recommendation C : Ensure adequate staff
training and education regarding the
appropriate and safe use of copy and paste

- Improper use of copy and paste information can
Jeopardlze patient safety, causing inaccurate,
inappropriate, or outdated information to be used in
clinical decision making.

« Outlining proper procedures for copying and pasting
information can standardize the process to ensure that
all staff are following appropriate and best practice
guidelines, as well as facilitate regulatory compliance
and ensure that the record will be useful in the litigation
setting.

28



ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

Recommendation D : Ensure that copy and paste
practices are regularly monitored, measured, and
assessed

« Audit trails identify those key activities that are
helpful in detecting the improper or unsafe use of
copy and paste.

« Implementation of an audit policy will allow
organizations and providers to monitor how copy
and paste is used to identify safety issues and offer
physicians and staff alternative ways to reuse
correct and current information, when applicable,
to make patients safer. Monitoring will help ensure
that the identified solutions are appropriate and
effective. .




ECRI Institute 2017: Safe Practice Recommendations for Copy and Paste

Human Factor-related Recommendations

 Copying and pasting a medication with its dosing is much
safer compared to selecting a medication from a dropdown
menu, but copying and pasting new medication orders should
be discouraged.

» copying and pasting in a discharge summary often increases
efficiency and efficacy.

 Time stamping vital signs and including the time when the
vital signs were measured, documented, signed, revised, or
retrieved can help ensure the information’ s relevance.

« Copying and pasting may ensure that the reused information is
exact, but it is essential to review and edit extracted information
to ensure that only the essential information is repeated.

« A mechanism to orient providers to the appropriate record will
facilitate accurate reuse of information.



Partnership for Health IT Patient Safety safe Practice Recommendations for Developing, Implementing, and
Integrating a Health IT Safety Program
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Verification and Validation
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Failure mode and effect analysis
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Failure mode and effect analysis(ZX X% =L UE 34T )
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Diagnostic — Therapeutic cycle
Data (Big Data )
(Hospital & Experts)

@nfermation
Decision
(AI)

i ( Plan
Therapy (Auto Feedback) & Diagnosis

Source handbook of Medical Informatics
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