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A complimentary publication of The Joint Commission
Issue 54, March 31, 2015

Safe use of health information technology

Health infarmation technalogy (health IT) is rapidly evolving and its use is
growing, presenting new challenges to health care arganizations. This alert builds
upan Senfinel Event Aled #472 on safely implementing health infarmation and
canverging technologies (published in 2008 to take a broader look at health 1T,
particularly the socio-technical factors having an impact on its safe use. This
alert's suggested actions center on safety culture, process improvement and
leadership.

Incarrect ar miscommunicated infarmation entered into health IT systems may
resultin adverse events. In some cases, interfaces built into the technology
contribute to the events. The following examples obtained from ECRI Institute?
show a few ways adverse events may occur through the use of electronic health
recards (EHRs) and related technologies:

« A chest X-raywas ordered for the wrong patient when the wrong patient
room numberwas accidentally clicked. The orderer noticed the error right
away and pramptly discantinued the arder, but not in time for the X-ray
technician to see that the orderwas withdraiwn. The technician perfarmed
the test on the wrang patient.

« A drug was ordered as anintramuscular injection when it was supposed
to be administered intravenously. The physician did not choose the
appropriate delivery route from the drop-down menu.

« Anurse noted that a patient had a new order for acetaminophen . After
speaking with the pharmacist, the nurse determined that the arder was
placed far the wrang patient. The pharmacist had twa patient recards
open, wasinterrupted, and subspguently entered the order for the wrong
patient.

http://www.jointcommission.org/assets/1/18/SEA 54.pdf

RIS YR
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Factors potentially leading to health IT-related sentinel events

EHRs introduce new kinds of risks into an already complex health care
environment where both technical and social factors must be considered. An
analysis of sentinel event reports received by The Joint Commission hetween
January 1, 2010 and June 30, 2013 identified 120 sentinel events that were
health IT-related. Factors contributing to the 120 events were placed into

categories corresponding to eight socio-technical
dimensions necessary to consider for safe and
effective health IT described by Sittig and Singh.®
Listed by order of frequency, factors potentially
leading to health IT sentinel events involved the
following dimensions:
Human-computer interface (33 percent) -
ergonomics and usahility issues resulting
in data-related errors
2. Waorkflow and communication
(24 percent) — issues relating to health IT
support of communication and tearmwork
3. Clinical content (23 percent) - design or
data issues relating to clinical content or
decision support
4. Internal organizational policies,
procedures and culture (6 percent)
5. People (6 percent) - training and failure to
follow established processes
6. Hardware and software (6 percent) -
software design issues and other

hardware/software problems
7. External factors (1 percent) - vendor and

other external issues
8. System measurement and monitoring
(1 percent)

1.
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http://www.jointcommission.org/assets/1/18/SEA_54.pdf
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Errors Arise When HIT Configurations
and Facility Workflow Do Not Support
Each Other

= Problems can arise if the Health Information Technology system is
not configured to support the processes and workflow used in a
particular care area, or if the workflows and standard operating
procedures are not adjusted to accommodate the capabilities of HIT
systems. This can lead to issues such as:
o Missed information or the inability to find needed information within
the HIT system
o The mistaken application of default values—for dosing, time, or
orders—instead of the desired values
o Inputerrors
o The use of workarounds

ECRI (2016). Health technology hazards for 2016. Retrieved from
https://www.ecri.org/Resources/Whitepapers_and_reports/2016_Top_ 10 Hazards_Executive_Brief.pdf
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Safe Practice Recommendations for Copy and Paste

« Provide a mechanism to make copy and paste material easily identifiable.

« Ensure that the provenance of copy and paste material is readily available.

« Ensure adequate staff training and education regarding the appropriate and safe
use of copy and paste.

« Ensure that copy and paste practices are regularly monitored, measured, and
assessed.

Human Factor-related Recommendations

= Copying and pasting a medication with its dosing
iIs much safer compared to selecting a medication
from a dropdown menu, but copying and pasting new
medication orders should be discouraged.

= Copying and pasting in a discharge summary often
increases efficiency and efficacy.

= Time stamping vital signs and including the time when
the vital signs were measured, documented, signed,
revised, or retrieved can help ensure the information’s
relevance.

= Copying and pasting may ensure that the reused
information is exact, but it is essential to review and
edit extracted information to ensure that only the

essential information is repeated. ECRI. Safe Practices Recommendations for

< i i : i Copy and Paste. Retrieved from
A mechanism to orient providers to the appropriate hitps:/www.ecriorg/HITPartnership/Miges/Safe-

record will facilitate accurate reuse of information. Praclces asnx
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"institute for Safe Medication Practices (ISMP)}

ISMP List of High-Alert Medications
in Acute Care Settings

™ Printer friendly version

High-alert medications are drugs that bear a heightened risk of causing significant patient harm when they are used

in error. Although mistakes may or may not be more commeon with these drugs, the consequences of an error are

clearly more devastating to patients. We hope you will use this list to determine which medications require special

safeguards to reduce the risk of errors. This may include strategies like improving access to information about these
drugs; limiting access to high-alert medications; using auxiliary labels and automated alerts; standardizing the
ardering, storage, preparation, and administration of these products; and employing redundancies such as

automated or independent doublechecks when necessary. (Note: manual independent double-checks are not always

the optimal error-reduction strategy and may not be practical for all of the medications on the list).

s e

adrenergic agenists, IV (e.g., EPINEPHrine,
phenylephrine, norepinephring)

adrenergic antagonists, IV (e.g., propranclol,
metoprolol, labetalol)

anesthetic agents, general, inhaled and IV (e.g.,
propofol, ketamine)

EPINEPHrine, subcutaneous

epoprostenaol (Flolan), IV

insulin U-500 (special emphasis)*

magnesium sulfate injection

methotrexate, oral, nononcologic use

antiarrhythmics, IV (e.g., lidocaine, amiodarone)

opium tincture

antithrombotic agents, including:

m anticoagulants (e.g., warfarin, low molecular
weight heparin, [V unfractionated heparin)

rivaroxaban)

direct thrombin inhibitors {e.g., argatroban,
bivalirudin, dabigatran etexilate)

thrombolytics (e.g., alteplasze, reteplase,
tenecteplase)

glycoprotein llb/llla inhibitors (e.g., eptifibatide)

m Factor Xa inhibitors {e.g., fondaparinux, apixaban,

cardioplegic solutions

chemotherapeutic agents, parenteral and oral

dextrose, hypertonic, 20% or greater

dialysis solutions, peritoneal and hemodialysis

enidural or intrathecal medicatiaons

oxytocin, [V

nitroprusside sodium for injection

potassium chloride for injection concentrate

potassium phosphates injection

promethazine, IV

vasopressin, |V or intraosseous

*All forms of insulin, subcutaneous and IV, are
considered a class of high-alert medications. Insulin
U500 has been singled out for special emphasis to bring
attention to the need for distinct strategies to prevent the
types of errors that occur with this concentrated form of

insulin.

ICIinicaI Excellence Commission

= anti-infective agents, anti-
psychotics, potassium, insulin,
narcotics and sedative agents,
chemotherapy and heparin and
other anticoagulants. These
medicines are represented by the
acronym “A PINCH"

NSW Clinical Excellence Commission (2015). High-risk
medicines. Retrieved from
http://www.cec.health.nsw.gov.au/patient-safety-
programs/medication-safety/high-risk-medicines/A-PINCH

Institute for Safe Medication Practices (2014). ISMP list of High-
Alert Medications in Acute Care settings. Retrieved from
https://www.ismp.org/tools/institutionalhighAlert.asp
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s BERINEEREGIZE (2013) - BEEDM ZRCRIZEHBEIES] - BLE
http://www.cdc.gov.tw/professional/info.aspx?treeid=beac9c103df952c4&nowtreeid=52E2FAAB2576D7B1&tid=FC2D18631F460778

+ Joint Commission International (2017). Joint Commission International Accreditation Standards for Hospitals, 6th Edition. Retrieved
from https://www.jointcommissioninternational.org/ci-accreditation-standards-for-hospitals-6th-edition/
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» Healthcare facilities should verify that

comprehensive reprocessing
instructions are available to staff and
that all steps are consistently
followed, including precleaning of the

Inadequate device at the point of use.
Cleaning of
Complex Reusable O ZRR

ECRI Institute (2017). Top 10 Health Technology
Hazards for 2018. Retrieved from
https://www.ecri.org/Pages/2018-Hazards.aspx
ECRI Institute (2016). Top 10 Health Technology
Hazards for 2017. Retrieved from
https://www.ecri.org/Pages/2017-Hazards.aspx

Instruments Can
Lead to Infections

Recommendations

1) Establish processes for
assessing the quality of
the cleaning step—for
example, through

maghnification-aided Endoscope
visual inspections and ;
the use of biochemical Reprooessmg
testing. Failures Continue \
2) Implement measures to .
dry endoscope channels tO Expose Pat|ent5 tO 7

after reprocessing. | nfecti on R|Sk
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Managing risk during transition to new I1SO

tubing

Managing risk of tubing misconnections during
the transition to new IS0 connector standards

REMINDERS FOR CLINICIANS

Trace tubing or catheter from the patient to point of origin:
* Before connecting or reconnecting amy device or infusion
= At any transition, such as to a new setting or service
* As part of the hand-off process

Route tubes and catheters having different purposes in
different, standardized directions.

S Prepare:

~ standards

TIPS FOR HEALTH CARE ORGANIZATIONS

In preparation for the new 1S0 connector standards —
actions suggested by The Joint Commission

» Assess and manage:
A

"4

Aware:

Learn about
upcoming IS0
connector

Current risks of injury

« Form an interdisciplinary task force
« Conduct acceptance testing

« Conduct risk assessment on

new tubing and catheters

Generate
awareness
to all

Dialogue with suppliers -
R ik et learn about their plans
existing systems,
processes and
protocols

m Train clinicians and supply chain
' management on transition plans,

including the use of emporary

Adopt: s

There will

transition period A5 new connectors baoome available,
during which current purchase cnly equipment that will conform
and new connectors to the new IS0 connector standards

are available

Make an organizational commitment to
avoid buying equipment with

luer lock connectors for

‘ « limb cuffinflation

* neuraxial

+ enteral

» breathing systems

* pressurized gases applications

t

tandard

Trace tubing or catheter from the
patient to point of origin.

When there are different access sites
or several bags are hanging, tubing
should be labeled.

For high-risk medications delivered via
an epidural, intrathecal or arterial
route, label the catheter and do not
use tubing or catheters that have
Injection ports.

Eliminate the use of temporary
adapters as soon as possible. Don’t
force connections.

The Joint Commission (2017). Sentinel Event Alert 53:Managing
risk of tubing misconnections during the transition to new 1ISO
connector standards. Retrieved from
https://www.jointcommission.org/sea_issue_53/
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